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N I KG MAX KommyTaTtop GL-SW-G204-10P
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegnMHeHA HECKOJIbKNX y3710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro Ninm HeCKOJIbKUX CeErMeHToB CETU.

1.2 KommyTatop GL-SW-G204-10P — nponykT 6peHpa NIKOMAX ypoBHsi L2 ¢
nopaepxkon PoE, npegHasHavyeHHbIM ONs cCOegUHEHWNS HECKObKMX
YCTPOWCTB NNoKanbHOW BbluncantenbHom cetn (LAN) nnm Heckonbkux
CerMeHTOB OAaHHOW ceTu.

Mopoenb nMeeT 8 oCHOBHbIX POE MOpPTOB CO CKOPOCTbIO Nepenaym gaHHbIX
1000 M6éuTt/c, 2 Uplink nopTta 1 M6uTt/c SFP+ 1 1 KoHconbHbIM nopT RJ45.
O6wmm PoE-6ropxeT coctansieT 130 BT. Hu3kum yposeHb LiymMa nossonseT
MOHTaX He TO/IbKO B M30JIMPOBAHHbIX MOMELLEHUAX, HO U B paboumx, TakKmnx
Kak opucbl, oneH-cnencol U T.4. CneunanbHbiM Be6-nHTEpdENC No3BoNIAET
yOoaneHHO OCYLLEeCTBATb ynpaBieHne HACTPOMKaAMU NOOKITIOHEHUS.

e ACL - TexHOMOrMa KOHTPONA 4OCTYMNa, C MOMOLLbIO KOTOPOro Ang
nosib3oBaTesien yCTaHABNMBAKOTCS AOMNYCTUMbIE ONepaLmnm ¢ O6beKTOM.

e VLAN - TexHonorus, nossonstouwas o6beanHATb YCTPOWCTBA B OOHY
NIV HECKOJIbKO BUPTYasibHbIX JTOKaJIbHbIX MOACETEN B paMKax O4HOro
$du3nyeckoro ceteBoro nHTepodemnca, Takoro kak Wi-Fi unm Ethernet.

e OAM - Habop PyHKLUMM CETEBOrO yrNpaB/ieHUs, KOTOpble obecne4ynBatoT
KOHTPOJb 3a HenosliagkamMum M NPOMU3BOOUTENTIbHOCTbIO CETU, ANATHOCTUKY U
NoKanM3aLm HENCNPABHOCTEN.

e QOS - Habop TEXHONOTMYECKUX PELUEeHUM ONS ONTUMMU3ALMN CETEBONO
TpadumkKa C MOMOLLbIO HA3HAYaeEMbIX MPUOPUTETOB Nepenadn MHbopMaLmn.

e STP - npoTtokon, 3agaya KOTOPOro COCTOUT B NMPenoTBpaLLEHUMN
CO34aHUA NeTesnb NPU HAIMYUKU B CETU U3ObITOYHbBIX NYTEN, KOTOPbIE MOFYT
NPUBECTU K CEPbE3HbIM C60AM B ceTU. [1Na MCnonb30oBaHUA 4OCTYMHbI €ro
Mmogudumkaumm - RSTP, MSTP.

e LACP - npotokon, npegHasHavYeHHbINn gnsa o6beanHEeHMUS HECKOTbKMX
Pm3mnyecknx KaHaIoOB B OgUH normyeckum B cetax Ethernet.

KoMMyTaTop SBNseTCsa BbICOKOMPOU3BOAUTENbHbIM PELLUEHNEM C BbICOKOM
CKOPOCTbIO Mepefadun AaHHbIX M MAKCUMaNbHOM MPOU3BOANTENBHOCTBIO CETU.
YCTPOMNCTBO BbIMNOIHEHO B METAITMYECKOM KOPMYyCe, KOTOPbIM obecneymBaeT
OOMNONMHUTENBbHYIO 3aLLUTY OT CllyYanHbiX yoapoB. EFo MOXHO yCTaHOBUTb Kak
B wkad 19, Tak HACTONbHO.

PelweHne otnnyHo nogomnaeT onsa paboTbl B MasbiX U CPeaHUX NPeanpuaTusax,
obpaszoBaTefibHbIX, MEAULMHCKUX YUYPEXOEHUAX, KOPMOPATUBHbBIX CETAX, AN
noaksitoyeHUsa Toyek goctyna. A Hannume PoE nopToB AaeT BO3MOXHOCTb
yCTaHaBIMBaTb KOMMYTATOP Ha yOasieHHble M BbICOTHbIE YYaCTKM, YTO6bI
NMTaTb KaMepbl U CeTU OJ18 UCMOSIb30BAaHMSA B CUCTEMAX BUOEOHABNOLEHUS,
CKY[l, noxapHoM 6e30nacHOCTV U T.4.
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NIKOMAX Taemapr
MacnopTt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT noctaBku:
*KommyTatop GL-SW-G204-10P - 1 wr.
*KoMnnekT kpenexa B cTonky 19" - 1 wr.
*Kabenb nutaHua - 1 wr.
*KoHconbHbIM Kabenb - 1 WT.
*[lacnopt - 1 wrT.

1.4 BHelWHWX BUO OCHOBHOTIO UCMosiHeHMs komMmyTaTopa GL-SW-G204-10P
npeacTaBfeH Ha puUcyHke 1
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NIKOMAX

KommyTaTtop GL-SW-G204-10P

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakTepPUCTUKU
GL-SW-G204-10P npuBepneHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnsembin L2

TN OCHOBHbIX MOPTOB

GigabitEthernet RJ45

KonunyecTBo OCHOBHbIX nopToB

8

Tun Uplink nopTtoB

GigabitEthernet SFP

Konnyectso Uplink nopTos 2
KoHconbHbIM nopT RJ45
Moppepxka PoE Oa
CraHpapt PoE 802.3af/at
PoE 6wogxeT, BT 130

PoE po 250 meTpoBs Het
MponyckHaa cnocobHocTb, M6uTt/c 20

Flash namaTs, M6 16
OnepatmnBHas namaTtb (DRAM), M6 128

Bydep namsty, M6 41
CkopocTb nepecbisikn naketos, Mpps 15

Pazmep MAC Tabnuubl 8K agpecos

Bpemsa HapaboTku Ha oTka3 (MTBF)

50,000 vacos

VLAN

- 4K Active VLAN

- QinQ, Selective QinQ
- GVRP, Private VLAN
- Voice VLAN

Spanning Tree

-802.1D (STP), 8021AW(RSTP), 802.1S(MSTP)
- BPDU guard, root guard, loopback guard

Multicast

-IGMP v1/2/3

- IGMP Snooping

- IGMP Fast Leave
- IGMP Filter
-MVR

- Static route

- RIP, OSPF

- 512 routing table

- IPv4/v6 dual stack

- DHCP Server/Client/Relay

KayectBo o6cnyxmBaHusa (QoS)

- CAR, HQoS, MAC/IP/TCP/UDP/VLAN/COS/DSCP/TOS based
- QoS, 802.1P/DSCP priority relabeling, SPWRR, SP+WRR
- Tail-Drop, WRED, flow monitoring, traffic shaping

info@nikomax.ru
8 800 333-54-86
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NIKOMAX Taemapr
MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-G204-10P npuBepneHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa 3HaveHMe napameTpa
BesonacHocTb - Port isolation, Port security, “IP+MAC+port” binding, MAC sticky DHCP
Snooping, option 82, DAI& IP source guard
- |[EEE 802.1x, Radius, BDTacacs+
-L2/L3/L4 ACL flow identification, filtration, Anti-attack from DDoS,
TCP’s SYN Flood, UDP Flood
- Broadcast/multicast/unknown unicast storm-control
- Md5, SHA-256, RSA-1024, AES256
OTKa30yCTOMYNBOCTb - Static/LACP link aggregation, Interface backup
- EAPS, ERPS
-ISSU
YnpasneHue - Console, Telnet, SSH v1/2, HTTP, HTTPS SNMP v1/v2/v3, RMON
-TFTPR, FTP, SFTP
-NTP
+ ZTP (Zero Touch Provisioning)
- SPAN, RSPAN
MutaHue 220B, 50Ty, <150BT
Temnepatypa, °C XpaHeHue ot -20 go +70. SkcnnyaTtaums ot -10 go +50
BnaxHocTb, % O7110 po 90 6e3 o6pazoBaHua KOHAeHcaTa
McnonHeHne 19"
[abapuTbl n3penns, Mm 280x180x44
Ty KIMMaTUYECKOTO UCMONTHEHUS KoMMepueckuni
MapaHTua 1ron

2.2 CopepxaHue gparoueHHbIX MeTannoB
M3penne pparoueHHbIX MeTaSIOB M KAMHEWN He COOEePXMUT.
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NIKOMAX oo
Macnopt

3. Mepbl 6e3onacHOCTH

3.1 pwn ycTaHOBKE M 3KCnyaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBAaTbCS OENCTBYOLWMMN HOPMATUBHBIMU OKYMEHTAMM,
pernaMeHTUpyrLWmMMM TpeboBaHMS NO OXpaHe TPyAa 1 NpaBmia
6e30MNacHOCTM NPU 3KCMAyaTaLMm 31eKTPOYCTAHOBOK. YCTAHOBKY, AEMOHTAX
N PEMOHT U3OENUSA NPOU3BOOUTL NPU OTKJTKOYEHHOM MUTAHUN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LAENNI0 MOOBOAUTCSA
onacHoe ANS XU3HM HanpsxeHune anekTpoceTtn 220 B. O6cnyxumnBaHume m
PEMOHT N34eNna OOSXKHbI MPOBOAUTLCA KBATUPULMPOBAHHbBIM MePCOHANIOM.

3.3 Dkcnnyatauma nsgenua 6es 3almnTHOro 3a3eMsieHus 3anpeueHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOAUTL NPU NMOSTHOM OTKJIKOYEHUN
n3genunsa ot anektpocetn 220 B.

3.4 Mpu NoaKItOYEHUN YCTPOMCTB M YCTAHOBKE U3LE/MA OHO A0JTKHO
ObITb OTK/IIOYEHO OT OCHOBHOTIO NUTaHUA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLlmMTy OT MOoNagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Nyden. MecTo yCTaHOBKU U3Oennsa 4OIKHO
obecneumBaTb cBOHBOOHOE, 6€3 HAaTAXEHUS, pa3MelleHne kabenen
MoAaKtoYeHUNA ceTn n obopynoBaHus. [Npur aToM KabenbHyO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIKOUYUTDL K HEM CBOBOOHbIN AOCTYN.

info@nikomax.ru NIKOMAX
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NIKOMAX oo
Macnopt

4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 lNMpwn ncnonb3oBaHUM M3[enna HeobxogmMMo cobnaaTh TpeboBaHUA Mep
6e3omnacHoCTH, onpepgeneHHole «[paBunamMm No oxpaHe Tpyna

npw aKCnyaTaumm 3NeKTPOyCTaHOBOK» NPU paboTe C 3/1eKTPUYECKMMM
npueMHukamm HanpsxeHunem go 1000 B.

4.2 NnaHoBble PEMOHTbI U34EeNNA HE NpefyCcMOTpPeHbl. BHennaHoBbIM
PEMOHTMPOU3BOAUTCA NMPEANPUATUEM-U3TOTOBUTESNIEM MO 3asBKE
nonb3oBaTensa. MecTo, BpeMs, NOPsSLOK U CTOMMOCTb PaboT cornacyrTcs
npenBapuUTenbHO.

4.3 YcnoBUA XpaHEeHUs n3fgennsa — B UHOMBUAYANIbHOMN ynakoBKe
npoussoagutens no rpynne 1 MOCT 15150-69 B otaninBaeMbIix n
BEHTUNMPYEMBbIX CKN1agax Uan XpaHunmuwax ¢ KOHAUMLMOHUPOBAHMEM
BO34yXa C AmanasoHoM Temnepatyp ot 5 oo 40 °C. B Bo3ayxe noMel,eHus
019 XpaHEeHUs N30enns He OOJIXXKHO NPUCYTCTBOBATb arpeCcCUBHbIX NMpUMecei
(napoB KMCNOT, Weno4yen).

I BHUMAHWE: Mpun nogkntovyeHMn GaHTOMHOMO NMTaHUA HEOH6XOAMMO CTPOro
NPUAOEPXMBATLCA YyKa3zaHUM 3KCnyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgktoyaemMble aboHeHTCkMe ycTpomncTeal HecobntogeHme aTux TpeboBaHMI
MOXET NMPUBECTU K MOBPEXAEHNIO KOMMYyTaTopa U/ 1M aboHEeHTCKOro
ycTpomcTea!

info@nikomax.ru NIKOMAX
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KommyTaTtop GL-SW-G204-10P

NIKOMAX

5. CBepeHusa 06 ytunusaumm

l/I3,£|,em/|e HE NoONeXunT yTuamnldaumnm BMeCTe C 6bITOBbIM MYyCOPOM 1 OOJ1I>KHO
AOCTaB/ATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl\/'I UEHTP ANna yTuniamlaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUNInM3auno n3genna HeceT

aKCNyaTupyoLas opraHm3saums.
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N I KG MAX KommyTaTtop GL-SW-G204-10P
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.1 [MponsBoanTenb rapaHTUpPyeT OTCYTCTBUE NPOU3BOOCTBEHHbIX 4ePEKTOB U
HeucnpaBHocTen O60pyA0OBaHUS N HECET OTBETCTBEHHOCTb MO NAPAHTUMHBLIM
o6a3aTeNlbCTBaAM B COOTBETCTBUM C 3aKoHogaTeNnbctBoM PO.

6.2 lapaHTUINHbBIN Nepurog, NCYNCIAETCA C MOMEHTA NPUOGpeTeHUs
YyCTPOWCTBa Yy oduULManbHOro gunepa Ha Tepputopumn Poccmnm n coctaBnseTt
12 (pBeHapuaTtb) mecaues. Ha ontuyeckme mopoynm NIKOMAX rapaHTmsa
yBenu4yeHa n coctaBnseT 36 (TpuauaTbh WeCcTb) MecsLEeB.

6.3 B TeyeHue rapaHTMinHoro cpoka lNponssoguntenb ob6a3yeTca 6ecrnsaTHoO
yCcTpaHuTb aedektbl O60pyaoBaHUA NYTEM €ro PEMOHTA UM 3aMEHbI Ha
aHaslIorM4yHoe Npu ycnoBuu, 4To gedekT BO3HUK Mo BUHe [MponsBogutens.
YcTponcTBO, NpenocTaBnsgemMoe 419 3aMeHbl, MOXeT 6blTb KaK HOBbIM, TakK U
BOCCTAHOBJIEHHbIM, HO B It060OM cnyyae [ponsBoaunTens rapaHTUpyeT, 4To
€ro XapakTepuUCTUKM ByayT He XyXe, YeM Y 3aMeHAEeMOoro ycTpomncTea.

6.4 BoinonHeHune lNpousBogmteneM rapaHTUMNHbIX 06A3aTeNbCTB MO PEMOHTY
BblleLero n3 cTposa o6opynoBaHUs BNneYeT 3a CObon yBenmyeHme
rapaHTUMHOIO CPOKa Ha BPeMS PeMOHTa 060pyL0BaHMUS.

6.5 Ecnn cpok rapaHTUM UCTEKAET paHee YeM Yyepes MecsL, Nocsie peMoHTa
YCTPOWMCTBa, TO Ha HEro yCTaHaBIMBAETCA A0MNONHUTEIbHAA FAPAaHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHUS PeMOHTA.

6.6 Hn npu kaknx obctoaTenbcteax NpomnsBogmuTenb He HeceT
OTBETCTBEHHOCTM 3a Ntobble YObITKM, BKKOYAS MOTEPIO AAHHbIX, MOTEPIO
NPUOBbLINK U ApYyrne cnyyYyamHble NN KOCBEHHbIe YObITKWM, BO3SHUKLUME B XOA4E
skcnnyataymm O6opynoBaHus, NMB60 CBSA3aHHbIE C MPOU3BOAUTENBHOCTbIO,
BbIXOO0M U3 CTPOS UM BPEMEHHOW HepaboTocnocobHocTbio O6opyaoBaHUS.

6.7 NpounsBoanTenb He HeCET OTBETCTBEHHOCTU MO rapaHTUM B Clly4ae, ecnim
Npou3BeaeHHble UM TECTUPOBAHME U/WUTN aHANN3 MOKAa3asu, YTO 3a8B/eHHbIN
nedexT B U3oenmm oTCyTCTBYET, IM60O OH BO3HWUK BC/IEACTBME HAPYLUEHUS
npaBui MHCTANNALNMN UNN YCNIOBUI SKCNyaTalmu.

6.8 YcnoBus rapaHTuUm He NMpeayCcMaTpmuBatoT YUCTKY M NPOPUNAKTUKY
obopynoBaHMA cunamm 1 3a cyet lNpoussogutens.

6.9 lNpousBogunTens MMeeT NpaBo 6e3 NpenBapUTENIbHONO YBEAOMIEHUS
BHOCUTb M3MEHEHUSA B U3OENMNE U €r0 BHELWHWNIN BUA, KOTOPbIE HE yXyaLlatoT
€ro TeXHU4Yeckre xapakTe pUCTUKMU.

6.10 MNpounsBogunTenb He HeCeT OTBETCTBEHHOCTU 3a AedeKTbl U
HeucnpaBHocTn O6opynoBaHUA, BO3HUKLLME B pe3y/ibTaTe:

- Hecobn4EeHUA NMPAaBU TPAHCMOPTUPOBKU N YCNTOBUIN XPAHEHUS,
TEXHUYECKMX TPeBOBaHUM MO pa3MeLLeHUIo N 3KCyaTaunm;

- HENPAaBU/IbHbIX OENCTBUIN, ncnonb3oBaHna O6opyaoBaHMsS He Mo
Ha3HaYeHMUIo, HECOBMIOAEHUS MHCTPYKLMIA MO 3KCAyaTauum;

- MexaHn4yeckmnx Bo3OencTeum;

- LEeNCTBUSA OBCTOATENBCTB HEMPEOLAOIMMOM CUSbl (TAKMX Kak noxap,
HaBOOHEHMe, 3eMieTpsCceHNE U Ap.).
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NIKOMAX oo PR
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.11 NTapaHTMa He pacnpoCcTpaHAaeTCs:

- Ha KOHTpadakTHble U3genus, NnpuobpeTeHHble Nog, Mapkon Npounssogutens;
Ha HEUCMNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (BoXAab, CHer, rpag, rpo3a M T.Mm.), HacTyrneHUs GopC-MaKopPHbIX
06CTOATENLCTB (MOXap, HABOAHEHME, 3eMNEeTPACEHME N OP.) WX BIIUSHUS
C/lyHaWHbIX BHELWHMX GaKTOPOB (BpOCKM HAMPSAXEHUSA B 3/IEKTPUYECKOMN CETHU
v np.);

- Ha HEMCNPAaBHOCTU, BbI3BaHHbIEe HAPYLLUEHMEM NPaBM/1 TPAHCMOPTUPOBKMU,
XpaHeHUs, SKCnyaTaumm nam HenpaBuUbHOM YCTAHOBKOM;

- HA HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM MU Mogudumnkaumen
O6opynoBaHusa nMuaMm, He YNosTHOMOYEHHbIMU Ha 3To [pounsBoaguTenemM;

- Ha NOBPEXAEHMUS, BbI3BaHHbIE NonagaHmem BHyTpb ObopynoBaHus
NMOCTOPOHHUX NPEAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHue, MMetoLLee BHelWwHMe gedekTbl (ABHble MeXxaHn4yeckme
MoBpPEXAEeHUS, TPELWMHbI, CKOJbl HA KOPMYyCe M BHYTPU YCTPOWCTB],
C/TOMaHHbl€ aHTEeHHbI M KOHTAaKTbl Pa3beMoOB);

B- C/lyyae obHapyXeHUsa CliefoB MEXaHMYECKUX U TEPMUYECKUMX
NOBPEXAEHMIN KOMMOHEHTOB Ha NnnaTtax.

- Ha CJlydam M3HOCa akKyMyJiIaTOPOB.

6.12 NapaHTUMHoe obcnyxumBaHue ob6opynoBaHnsa NIKOMAX npounssoguTca B
aBTOPU30BaHHbIX cepBUCHbIX LeHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPop™Mauunto o bnmxanwem kK Bam cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
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NIKOMAX

OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckunm n paktTnyeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOALEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNONHUTENTIbHAA MHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
OPULMATTBHOM CANTE
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